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ABSTRACT

Industry 4.0 and, in particular, Industrial Internet of Things (IIoT)
represent two of the major automation and data exchange trends of
the 21%7 century, driving a steady increase in the number of smart
embedded devices used by industrial applications. However, IoT
devices suffer from numerous security flaws, resulting in a number
of large scale cyber-attacks. In this light, Fog computing, a relatively
new paradigm born from the necessity of bridging the gap between
Cloud computing and IoT, can be used as a security solution for the
IIoT. To achieve this, the first step is to clearly identify the security
requirements of the IIoT that can be subsequently used to design
security solutions based on Fog computing. With this in mind, our
paper represents a preliminary work towards a systematic literature
review of IIoT security requirements. We focus on two key steps of
the review: (1) the research method that will be used in the system-
atic work and (2) a quantitative analysis of the results produced by
the study selection process. This lays the necessary foundations to
enable the use of Fog computing as a security solution for the IIoT.
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1 INTRODUCTION

Today, we are living in the 4" industrial revolution, also referred
to as Industry 4.0. Due to the increasing availability, affordability,
and proficiency of sensors, processors, and Wireless Sensor Net-
work (WSN) technologies, the number of embedded devices used in
industrial applications is steadily increasing. This leads to a growth
in the interest for the Industrial Internet of Things (IIoT), a large
network of devices, systems, and applications communicating and
sharing intelligence with each other, the external environment, and
with humans [30]. According to Accenture [30], the IIoT could be
worth 7.1 trillion US dollars to the United States and more than 1.2
trillion to Europe by 2030.

In this wave of excitement, IoT security represents one of the
biggest weak points holding back the adoption of the IIoT. As a mat-
ter of fact, IoT devices are often poorly secured [34] and thus easy
targets for malware taking advantage of them to run devastating
cyber attacks, such as Distributed Denial of Service (DDoS) [31]
(e.g., Mirai [32]) or sabotage attacks (e.g., StuxNet [66], CrashOver-
ride/Industroyer [68]).

In this scenario, a relatively new computing paradigm has at-
tracted attention: Fog computing [18]. Fog computing is a system-
level architecture born from the necessity of bridging the gap be-
tween IoT and Cloud computing, by distributing resources and
services along the continuum from Cloud to IoT [96]. Among oth-
ers, one of the promises of Fog computing is to present a possible
solution to the IoT security problem.

The first step for improving security of the IIoT is to clearly define
its main security requirements. To the best of our knowledge, the
last surveys discussing security requirements of the IIoT date back
to 2015 and 2016 [102, 103]. However, as we show later in this paper,
the field has grown exponentially since then. Thus, we believe that
a systematic and up-to-date survey on the security requirements of
IIoT is becoming a necessity.

1.1 Contribution of the Paper

In this paper, we present a preliminary study towards a systematic
literature review work that aims at identifying security require-
ments of the IIoT.

Systematic studies are meant to give an overview of a research
area, following a structured methodology with respect to searching
and study selection [98]. An essential part of a systematic literature
review consists of defining the research method adopted to select
relevant studies that are later used to extract qualitative results on
the topic. In the paper, we focus on this methodological phase of
the systematical literature review and we provide a quantitative
analysis of the output produced by the research so far. Thus, the
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paper can be considered as the first step towards a complete sys-
tematic literature review work, in which the selected papers will be
used to extract qualitative results about security requirements in
the IIoT. Once the requirements are delineated, it will be possible
to focus on how Fog computing can meet them.

1.2 Outline of the Paper

The paper is organized as follows. Section 2 briefly mentions related
work and motivates the need for a systematic review. Section 3 de-
scribes the research method used. Section 4 presents a quantitative
analysis of the results obtained during the research phase. Section 5
concludes the paper.

2 RELATED WORK

To the best of our knowledge, the most recent work focused on
reviewing IIoT security is [74], where the focus lies on threat char-
acterization by looking at existing attacks. However, this work does
not explicitly discuss security requirements, opting to leave them
as implied by the described threats.

Another recent study [46] focuses on Industry 4.0 system ar-
chitecture as a whole and observes that there is an increase in
security-focused architectural proposals, but does not discuss secu-
rity in depth.

Some older surveys dated back to 2015 and 2016 also mention IIoT
security requirements [102, 103], but they refrain from discussing
such requirements in-depth.

3 RESEARCH METHOD

In this section, we present the research method that will be used in
the systematic literature review on security requirements for the
IIoT that will extend this work.

We adopt the research method detailed by Petersen et al. [98],
and utilize the suggested template for describing our approach. In
the next subsections, we elaborate on research questions, search
strategy, study selection, and validity concerns.

3.1 Research Questions

The main aim of this work is to identify security requirements for
the IIoT. Our end goal is to investigate which ones can be solved by
Fog computing. In addition, we want to provide an overview of the
research activity in the field: how research activity has developed
throughout the years, how this research was published, and what
its geographical distribution is.

Thus, our research questions can be formulated as follows:

e RQ1: how are publications related to IIoT security spread
throughout the years?

e RQ2: how is IIoT security research activity geographically
distributed?

o RQ3: what are the most popular publication venues for IloT
security research?

e RQ4: what are the security requirements of the IIoT?

e RQ5: which of these security requirements can be solved by
Fog computing?
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Note that RQ4 and RQ5 are questions we aim to answer in our
completed study, so they are not discussed in this preliminary
work.

Answering these questions will aid in getting a better under-
standing of the current security landscape for the IIoT, while at the
same time identifying various concrete research opportunities re-
lated to security for Fog computing. Each of these can then be traced
back to concrete security requirements relevant to the Industry 4.0
paradigm.

3.2 Search Strategy

We utilize the adjusted PICOC criteria for software engineering [60]
in order to identify relevant keywords. In particular:

e Population: we consider the IIoT as the application area
in which our research is conducted. However, this is a very
broad population, therefore, we take into account only stud-
ies addressing IIoT security.

e Intervention: this criterion does not apply to our research
questions, as we are interested in any work in the IIoT do-
main that describes security requirements.

e Comparison: we compare the security requirements iden-
tified by different studies by taking into account such factors
as the number of studies that mention them, related threats,
and proposed solutions.

e Outcomes: we present the identified security requirements
as well as the properties of their mitigation, allowing us to
discuss which requirements call for further research.

e Context: As we do not empirically compare the available
works, this criterion does not apply to our study.

With these criteria in mind, we have formulated the following
keywords: IIoT, Industrial Internet of Things, Industry 4.0, and secu-
rity.

We considered as sources the following databases: ACM Digital
Library, IEEE Xplore, Elsevier/ScienceDirect. In this domain, we
believe that the combination of these three sources provides an
accurate representation of the research that has been conducted
globally.

We divided the search into two stages. First, we queried the
databases for articles related to IIoT/Industry 4.0 in general, based
on their titles. This provided an overview of the amount of research
conducted in this field. After that, we narrowed down our search
to only include works related to security, by excluding articles not
containing the word “security” in their abstract. The queries are
summarized in Table 1. The search results for both queries are listed
in Table 2.

3.3 Study Selection

The study selection process was done in multiple phases. Firstly, the
JabRef ! reference management software was used to identify and
delete duplicates. Two duplicates were found, leaving the number
of considered papers for the subsequent phases at 173.

In the second phase, we independently reviewed titles and ab-
stracts of each article in order to reduce selection bias. Each article
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Table 1: Queries used for our search, expressed in pseudo-code

Query | Description

Q1 in title: IIoT OR “Industrial Internet of Things" OR "Industry 4.0"
Q2 (in title: lIoT OR “Industrial Internet of Things" OR "Industry 4.0") AND in abstract: security

Table 2: Number of papers returned from our queries

Source Q1 Q2
ACM 36 6
IEEE Xplore | 1462 | 160
Scopus 219 9
Total [ 1717 | 175

was marked as being relevant, not relevant, or of doubtful rele-
vance. Articles were voted for inclusion when the work covers
cyber-security challenges and/or solutions for Industry 4.0, and
it was published before 2019, since that is the year in which this
study is conducted. Articles were voted for exclusion when the
work was not related to Industry 4.0 security, a duplicate, or was
not presented in legible English.

The following rules were used for filtering out articles based on
title and abstract review (this has been done jointly by two authors
of the paper):

e when both authors considered an article relevant, the article
was included for the next phase;

e when one author expressed doubt and the other author con-
sidered an article relevant, the article was included for the
next phase;

e when both authors expressed doubt, a joint review was done
considering also other sections of the article (e.g. introduc-
tion, outline, conclusion) in order to determine its relevance.
If this review did not clear up doubts for either of the authors,
the article was given the benefit of the doubt and included
for the next phase;

e when one author considered an article relevant, while the
other considered it to not be relevant, the article was marked
for joint review as described in the previous rule;

e when one author considered an article not relevant, while
the other considered it to be doubtful, the article was marked
for joint review as with the previous rules;

e when both authors considered an article not relevant, the
article was excluded.

After the individual title and abstract reviews, 35 articles were
excluded and 41 were marked as doubtful entries requiring a joint
review. These were then jointly reviewed, leading to an additional
18 exclusions. The remaining 120 papers ([1-9, 11-17, 19-29, 33, 35—
53, 55-59, 61-65, 67, 69-73, 75-95, 97, 99-102, 104-134]) were con-
sidered for full-text reading, overall reducing the number of papers
to analyse by 93% compared to results of Q1 and 30% compared to
Q2.

The next phase, consisting of reading the full text of each se-
lected paper, is currently in progress. It is already clear that some
articles are not relevant and will be excluded but, at present, we
are unable to provide relevant numbers on this. During the full-
text reading phase, we extract information relevant to the stated

research questions, and use this to create a comprehensive picture
of the security challenges and corresponding requirements for the
IIoT.

3.4 Validity Evaluation

Every study that is subject to manual selection is vulnerable to
researcher bias in the filtering process. In order to reduce this
issue, we performed the filtering process twice: two authors of
this paper selected studies independently, and the results of the
filtering process were based on a systematic approach combining
the selections of both authors, and in some cases a joint review.

Furthermore, we have described our research process in detail,
and have taken care to list the criteria by which we have filtered
studies. This is done to increase the repeatability of this work.

Finally, it is worth mentioning that our approach does not suffer
from the Matthew’s effect, as opposed to querying databases that
rank papers based on citation count [10].

4 RESULTS

In this section, we provide a quantitative analysis of the set of
studies resulting from the presented research method.

4.1 Spread of publications throughout the
years (RQ1)

Figure 1 shows the number of publications between 2013 and 2018.
Security research for the IIoT starts first appearing around 2013,
growing slowly over the next 3 years. In 2017, a drastic increase
in activity can be seen. One possible reason is that 2016 saw sev-
eral serious IoT related security incidents (such as Mirai [32] and
Crashoverride/Industroyer [68]), which served to illustrate the im-
portance of security on these devices. In 2018, the growth in activity
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Figure 2: Demographic: geographical distribution of re-
search activity based on first author country of affiliation

continued, showing that the research community deems IIoT secu-
rity to be of high importance.

4.2 Geographical Distribution of IIoT Security
Research (RQ2)

The geographical distribution of research activity is shown in Fig-
ure 2. Data was obtained by extracting the country of affiliation of
the first author of the considered studies.

German-speaking countries are strongly represented, making
for a total of 26.7% of contributions. One possible explanation is
that one of our search terms, Industry 4.0, was originally coined
by the German government [54], thus, it might have seen higher
adoption in German-speaking countries.

This raises the question of whether our search terms were suc-
cessful in providing a good global sample of studies in this field. We
believe they were, since the field we are considering is very narrow;
we specifically searched for Industrial challenges in order to be able
to extract security requirements unique to this field. However, we
acknowledge that this might be a threat to the theoretical validity
of our contribution that should be further investigated. We plan to
address this issue in our future work, as stated in Section 5.

China and United States of America are the two other major
contributors. This can possibly be attributed to the size of their
industries and thus the relevance of research in this area. However,
interestingly, 62.5% of the studies originate from Europe, showing
that this topic is also regarded as highly relevant in countries with
smaller industries.

The ‘others’ group consists of the 30 countries that have 2 or
fewer publications in this field: France, Portugal, Czech Repub-
lic, Brazil, Australia, Greece, Belgium, Singapore, Ireland, Pakistan,
Japan, Qatar, Turkey, Malaysia, Ukraine, Taiwan, Netherlands, Canada,
Hungary, New Zealand, and Iran.

4.3 Venue Types for Publication (RQ3)

We have grouped the studies based on the venue type of their
publication, which is shown in Figure 3. As can be seen, conference
proceedings are the most popular dissemination method, followed
by journals. The ‘others’ category consists of venue types in which
2 or fewer publications were published: congresses, summits, and
forums.

K. Tange et al.
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Figure 4: Popularity of different specific publication venues

Looking at the specific venues of publication (Figure 4), it can be
seen that the IEEE Transactions on Industrial Informatics journal
is by far the most popular venue, with 15 publications. One note-
worthy observation here is that, out of all considered studies, only
5 were published in venues that were focused on security. The vast
majority of IloT security-related work appears to be published in
venues targeting industrial systems or IoT instead.

5 CONCLUSION

In this preliminary study, we have described a systematic search
and filtering of IIoT security studies, and laid the groundwork for
extracting security requirements and putting them in a Fog com-
puting perspective (RQ4 and RQ5). We also answered a number of
questions about the IIoT security research domain itself, adding per-
spective to developments in this field. Of course, as in any mapping
study, it is challenging to take all studies of the field into account,
but it is more important to have a good representation of studies
rather than a high number of studies [98].

Future work will be based on two phases. First, we will further
improve the study selection by means of reverse snowball sampling.
This will ensure that we end up with a good sample of relevant
studies, mitigating bias that might have been introduced by the
search terms. Second, we plan to address the remaining research
questions, and provide a content review of the selected studies.
We will use the extracted research requirements to discuss what
research opportunities might exist within this field, as well as dis-
cussing the role that can be played by Fog computing as a security
solution for the IIoT.
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