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• 2-universal hash functions

• Distinct Elements:

◦ Tidemark algorithm

◦ Analysis: expected output, concentration bounds

• Approximate Counting:

◦ Morris Counter

◦ Analysis: expected output, concentration bounds

• Law of Total Expectation with proof (if time allows)
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• Notation: for any positive integer a, [a] = {1, 2, . . . , a}
• A hash function h : [m]→ [n] is 2-universal if

P[h(x1) = y1 ∧ h(x2) = y2] =
1

n2

for all distinct x1, x2 ∈ [m] and for all y1, y2 ∈ [n]
• Useful properties of a 2-universal hash function h:

◦ h is uniform:

P[h(x) = y] =
1

n
for all x ∈ [m], y ∈ [n]

◦ h hashes any two distinct values x1, x2 independently:

P[h(x1) = y1 ∧ h(x2) = y2] = P[h(x1) = y1] ·P[h(x2) = y2]
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• Given stream σ = 〈a1, . . . , am〉 with each ai ∈ [n]
• This defines a frequency vector f = (f1, . . . , fn)
• Example with n = 4 and m = 10:

σ = 〈4, 2, 4, 1, 4, 2, 4, 4, 1, 2〉
f = (2, 3, 0, 5)

• Let d = |{j | fj > 0}| be the number of distinct elements

• In the example above, d = |{1, 2, 4}| = 3
• Algorithm output: an (ǫ, δ)-estimate d̂ of d
• This means that d̂ should satisfy:

P

[∣
∣
∣
∣
∣

d̂

d
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∣
∣
∣
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∣
> ǫ
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• For an integer p ≥ 0, zeros(p) is the number of zeros that p ends

with in its binary representation

• Examples:

zeros(2) = 1 (2 is 10 in binary)

zeros(3) = 0 (3 is 11 in binary)

zeros(16) = 4 (16 is 10000 in binary)

zeros(24) = 3 (24 is 11000 in binary)

• We can also write zeros(p) as

zeros(p) = max{i | 2i divides p}

• Example: zeros(24) = 3 since 23 = 8 is the largest power of 2 that

divides 24
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• Pseudo-code:

Tidemark Algorithm

Initialize:
Choose a 2-universal hash function h : [n]→ [n]
z ← 0

Process(token j):
z ← max{z, zeros(h(j))}

Output: 2z+1/2

• Thus, for stream σ = 〈a1, a2, . . . , am〉, the final z value is:

z = max
i∈[m]
{zeros(h(ai))}

• We now analyze how good an estimate to d the algorithm obtains
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• Every d’th value in [n] ends with at least log2 d zeros

• Example with d = 4 and numbers of [19] written in binary:

1 10 11 100 101 110 111 1000 1001 1010 1011

1100 1101 1110 1111 10000 10001 10010 10011

• Only few of these values have significantly more than log2 d zeros

• d values are hashed to [n] over the entire stream

• Since these values are hashed uniformly, z should be close to log2 d
at termination

• This gives output:

2z+1/2 ≈ 2log2 d+1/2 ≈ 2log2 d = d

• We now prove this more formally
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• Consider a token j ∈ [n] and any integer r ≥ 0
• Xr,j : indicator variable for the event that h(j) has at least r zeros:

Xr,j = 1⇔ zeros(h(j)) ≥ r

• Let random variable Yr count the number of such tokens:

Yr =
∑

j:fj>0

Xr,j

• Note: if token j occurs, e.g., fj = 10 times in the stream, it only

contributes with 0 or 1 to Yr
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• In the following, let zout be the value of z at termination

• We have zout ≥ r if and only if for at least one token j,

zeros(h(j)) ≥ r
• Since Yr counts the number of such tokens,

Yr ≥ 1⇔ zout ≥ r

• Equivalently,

Yr = 0⇔ zout ≤ r − 1
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• Since Xr,j is an indicator variable,

E[Xr,j ] = P[Xr,j = 1] = P[zeros(h(j)) ≥ r]

• h is 2-universal⇒ h is uniform:

P[h(x) = i] =
1

n
for each i, x ∈ [n]

• How many i ∈ [n] have zeros(i) ≥ r? Only a 1/2r fraction

• Thus, h(x) has only a 1/2r chance of hitting one such i
• This gives:

E[Xr,j ] = P[zeros(h(j)) ≥ r] =
1

2r

• By linearity of expectation:

E[Yr] =
∑

j:fj>0

E[Xr,j ] =
d

2r
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• Let d̂ = 2zout +1/2 be the estimate of d by the algorithm

• We will bound the probability that it deviates too much from d:

P[d̂ ≥ 3d] ≤
√
2

3
≈ 0.47 P[d̂ ≤ d/3] ≤

√
2

3
≈ 0.47
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• Let a be the smallest integer with 2a+1/2 ≥ 3d
• a is the smallest zout giving output d̂ ≥ 3d, so:

P[d̂ ≥ 3d] = P[2zout +1/2 ≥ 3d] = P[zout ≥ a] = P[Ya ≥ 1]

• By Markov’s inequality,

P[Ya ≥ 1] ≤ E[Ya]

1
= E[Ya] =

d

2a
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shown earlier

• We then get:

P[d̂ ≥ 3d] = P[Ya ≥ 1] ≤ d

2a
≤ 2a+1/2/3

2a
︸ ︷︷ ︸

by definition of a

=

√
2

3
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• Let b be the largest integer with 2b+1/2 ≤ d/3
• b is the largest zout giving output d̂ ≤ d/3, so:

P[d̂ ≤ d/3] = P[2zout +1/2 ≤ d/3] = P[zout ≤ b] = P[Yb+1 = 0]

• We will use Chebyshev’s inequality to show that for any r:

P[Yr = 0] ≤ 2r

d

• Since d ≥ 3 · 2b+1/2, we get:

P[d̂ ≤ d/3] = P[Yb+1 = 0]
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• Problem:

◦ Count the length n of the stream seen so far (n ≤ m)

◦ Use as few bits as possible for this

• Trivial with O(logm) bits (how?)

• This is in fact optimal

• We can do better if we only need an estimate of m:

◦ We analyze the Morris counter

◦ With slight modifications, it can obtain an (ǫ, δ)-estimate using

only O(log logm) bits (for constant ǫ and δ) (exercise)

◦ Instead, we show that its output is an unbiased estimator of n
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• Space-efficient version:

Morris Counter

Initialize: x← 0
Process(token): with probability 2−x update x← x+ 1
Output: 2x − 1

• Space-inefficient version:

Space-inefficient Morris Counter

Initialize: c← 1
Process(token): with probability 1/c update c← 2c
Output: c− 1

• The algorithms give the same output since in each iteration, c = 2x

• We focus on the second version since it is easier to analyze
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• Pseudo-code:

Space-inefficient Morris Counter

Initialize: c← 1
Process(token): with probability 1/c update c← 2c
Output: c− 1

• Let Ci be c after processing i tokens (C0 = 1)

• The output after n tokens is Cn − 1
• Need to show that Cn − 1 is an unbiased estimator of n:

E[Cn − 1] = n
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• Since C0 = 1, we have:
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E[C2] = 1 + E[C1] = 1 + 2 = 3
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• This variance is too large for Chebyshev to be useful

• We deal with this in Exercise 4-1 (Streaming notes)
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